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COACT, Inc. is a Service Disabled Veteran
Owned Small Business. Since 1990, COACT has
evolved into a leading provider of security
compliance  solutions and services. With
unrivalled ethics, COACT remains free from real
or perceived conflicts of interest and does not
engineer, manufacture, or resell any type of
products. Our commitment to complete objectivity
is a refreshing example of professional
accountability.

Corporate Attributes

e Over 20 years experience
e DCAA approved accounting system
e Participates in Direct Billing Program

e Experience with Cost Plus Award Fee,
Fixed Price Fee and Time and Material
Contracts with the government

e No long term debt

e Accredited Laboratories (NVLAP Lab
Code 200416-0) for Common Criteria,
FIPS 140 and PIV Testing

e |SO 9001: 2000 Registration

e Secret through TSSI clearances

e CISSP and SSCP trained personnel

e PMP Project Management Professional
e CEH Certified Ethical Hacker Personnel
e DUNS 61-271-9344

e CAGE Code ODM60

e GSA GS-35F-0625S (Schedule 70)

Solutions OQwerview

COACT’s Security Solutions take into account
your unique requirements to help you put into
place IT solutions that resolve problems and help
you gain a competitive advantage. Our practices
include:

e Common Criteria Evaluations

e FIPS 140-2 Validation

e Certification and Accreditation (C&A)
e C&A Training

e PIV Testing

e Security Services

e Security Product Evaluations

e Vulnerability Analysis

e Intrusion Detection

e Penetration Testing

We work with your team to help architect
solutions that meet your objectives. Each practice
has evolved as a result of customer demand and
commitment to quality engineering.

Each practice is managed in accordance with
quality control parameters mandated by our I1SO
9001: 2008 registration.

Certification & Accreditation

The Federal Information Security Management
Act (FISMA) of 2002 requires that all U.S. federal
agencies certify and accredit (C&A) all
information systems and major applications that
are put into production on U.S. government
networks. COACT’s C&A department has proven
expertise in helping U.S. federal agencies comply
with FISMA and improve their annual Federal
Computer Security Report Card scores. Whether
your agency requires assistance in setting up a
C&A program, enhancing the program you
already have, certifying new information systems,
or validating new C&A packages, COACT can
help.




COACT, Inc. CAFE Lab

The COACT CAFE Lab is an independent test
facility accredited by the National Voluntary
Laboratory Accreditation Program (NVLAP), under
Lab Code 200416-0, to perform Common Criteria
validations, FIPS 140-2 testing, Personal Identity
Verification (PIV) testing, and SCAP Testing.

Common Criteria Testing Laboratory

Since 2000, COACT has been a National
Information Assurance Partnership (NIAP) Common
Criteria Testing Laboratory (CCTL) and has
successfully ~ completed Common Criteria
evaluations on a wide range of technologies
including firewalls, intrusion detection and
prevention systems, operating systems, databases,
printers,  copiers, wireless gateways, and
encryptors/decryptors. The COACT CAFE Lab
performs evaluations on products, Security Targets,
and Protection Profiles and is the only CCTL to have
performed two (2) EAL7 evaluations.

FIPS 140-2 Testing Laboratory

The CAFE Lab is accredited under Lab Code
200416-0, through NVLAP, the National Institute of
Standards and Technology (NIST) and the

Communications Security Establishment (CSE), for
test methods of FIPS 140-2, for Cryptographic
Modules, and for testing of FIPS-approved
algorithms.

Personal Identity Verification (PIV) Testing

The CAFE Lab is also accredited under Lab Code
200416-0 through NVLAP, NIST, and CSE to test
both PIV client middleware and PIV on-card
applications. PIV smart cards are physical access
cards that may also be used for access to IT systems.
These are dual interface smart cards conforming to
ISO 7816 for contact interfaces and ISO 14443
contact-less interfaces.

SCAP Compliance Testing

The COACT CAFE Lab is a third party independent
testing facility accredited by the National Voluntary
Laboratory Accreditation Program (NVLAP Lab
Code 200416-0) to perform SCAP compliance
testing. The Security Content Automation Protocol
(SCAP) is a method for using specific standards to
enable automated wvulnerability —management,
measurement, and policy compliance evaluation
(e.g., FISMA Compliance).

North American Industry Classification System (NAICS)

541690 Security Consulting Services

541380 Testing Laboratories

541330 Engineering Services

561618 Other Management Consulting Services

541611 Admin. Management & General Management Consulting Services

Past Performance:

U.S. Treasury Cisco Systems

Missile Defense Agency BAE Systems
National Security Agency U.S. Customs
Marconi Hewlett Packard
McAfee Canon

Lexmark

US Department of Agriculture  FA

Fortress Technologies

Contract Vehicles:
OCC Treasury Department

GSA GS-35F-0625S (Schedule 70)
USDA BPA  AG-3142B-07-0013
NIHBPA  HHSN236200800015B
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http://ts.nist.gov/standards/scopes/2004160.htm
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